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1	Decision/action requested
Approve the solution
2	References
[1]	TS 38.300
[2]		TS 38.401
3	Rationale
In the companion discussion paper S3-19SSSS-5, the commonality between IAB and wireline fronthaul is discussed.  
The summary of the observations and proposal is as follows.
· Observation 1: IAB supports the same security protection of Uu and F1 as the wireline fronthaul for Rel-15 CU/DU split architecture.
· Observation 2: IAB and wireline fronthaul use equivalent forwarding mechanisms.
· Observation 3: IAB and wireline fronthaul use packet markings on IP and L2 to support QoS.
· Observation 4: For both IAB and wireline fronthaul, packet header information for forwarding and QoS are not security protected.
· Proposal: SA3 should consider the commonalities between IAB and wireline fronthaul in CU/DU split architecture in the discussion of IAB transport security
This solution provides a security protection of the communication protocols for IAB that is same as the wireline fronthaul security.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR.
***** START OF FIRST CHANGES *****
[bookmark: _Toc2155283]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[xx]	3GPP TS 33.501: "Security architecture and procedures for 5G system (Release 15)".
***** END OF FIRST CHANGES *****


***** START OF SECOND CHANGES *****
[bookmark: _Toc3555644][bookmark: _Hlk7185435]6.Y	Solution #Y: F1 interface security for IAB
[bookmark: _Toc3555645]6.Y.1	Introduction
[bookmark: _Toc3555646]This solution addresses the key issue #x: F1 interface security for IAB.
6.Y.2	Solution details
The control plane signalling between the IAB node and the IAB-donor node is confidentiality, integrity and replay protected in an end-to-end manner in the same way as the wireline fronthaul control (F1-C) protection using IPsec ESP and IKEv2 as specified in TS 33.501 [xx]. Alternatively, the F1-C interface could be protected using DTLS. Figure 6.Y.2-1 shows the protocol stack when IPsec is used for F1-C protection.



Figure 6.Y.2-1: F1-C protocol stack for IAB

The user plane traffic between the IAB node and the IAB-donor node is confidentiality, integrity and replay protected in an end-to-end manner in the same way as the wireline fronthaul user plane (F1-U) protection specified in TS 33.501 [xx]. F1-U is used to transport traffic between UE and CU that is protected in PDCP layer as shown in Figure 6.Y.2-2.


Figure 6.Y.2-2: F1-U protocol stack for IAB

[bookmark: _Toc3555647]6.Y.3	Evaluation
TBD

***** END OF SECOND CHANGES *****
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